INNOVADOR INFOTECH PVT. LTD.

(A CERT-IN Empanelled Information Security Auditor & STQC Empaneled Test Lab (SETL)

Web Application Security Audit Certificate

Certificate Number: CERT-IN/2024/ December /38 Date of Issue: 17 Dec 2024

Web Application Name | NCCS

Portal Testing URL https://nsso.cdot.in

Production URL https://nces.gov.in

Audit Performed by Shanu Vishwakarma

Testing Date 11.11.2024 to 11.12.2024

Completion Date 11.12.2024

Conclusion Web App.l%c.ation is .free from OW.ASP version - 2021 (any other known)
vulnerabilities and is safe for hosting.

Executed Through Centre For Development Of Telematics (C-DOT) Bengaluru

Recommendations:

1 Site may be hosted with the permission of read only for general public.

2 | Web server & OS level hardening to be in place on the production server.

3 Entire website should be hosted over valid SSL.

4 | All the software components used in the application should be of latest & stable version.

Note: This certificate is valid till no additional changes in the dynamic content are carried out or Six months from
the date of issue, whichever is earlier.

Digitally signed

Reviewed by: RAH U |_ by RAHUL

MISHRA
Abhilash Jain MISHRA pate: 2024.12.17
Sr. Security Analyst 13:47:30 +05'30'

Innovador Infotech Pvt Limited Authorized Signatory

Innovador Infotech Pvt. Ltd.

The MDS value of Published Code on Staging Server 8ecdd85c0de2e369edbf4299121ac28d

Corporate Office 1: 4" Floor, New Janpath Complex, Ashok Marg, Hazratganj, Lucknow -226001 Oq,a“‘“““” oy
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Corporate Office 3: 1128 Ahmamau, Shaheed Path, Arjunganj, Lucknow -226002
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Registered Office 4: 49/161, Takarganj, Tehsil Sadar, Pratapgarh-230001 (U.P.)
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